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Abstract: This chapter addresses how new surveillance technologies and programs aimed at fighting terrorism affect privacy. Some of the new programs and technologies considered include the Patriot Act, biometrics, national ID cards, video surveillance, and the Total Information Awareness program. This chapter first evaluates the pre-9/11 status quo in terms of what techniques were used and then examines how the new technologies and programs that have recently been implemented affect privacy constitutionally, legally, and normatively. This chapter argues that many of the recent changes do not, in fact, undermine privacy at a constitutional or legal level, but do run counter to what Americans want and expect in terms of privacy.
New surveillance technologies and government programs are being rapidly developed and implemented to fight terrorism, but pose serious challenges to civil liberties and privacy rights. For instance, the Patriot Act, the Total Information Awareness program, and national ID cards have all been hotly debated as everyone from libertarians to librarians have worried over how these new programs redefine how the government conducts surveillance of suspected terrorists. At the heart of many of these programs are new technologies such as advanced data-mining software, facial recognition devices, retina scanners, and other advances in biometrics. 
The goal of this chapter is to address how these new technologies and programs can be understood in relation to privacy concerns. To do so, we first need to look at the right of privacy from several angles, specifically how it is conceived constitutionally, legally, and normatively (by looking at public opinion). Afterwards, various surveillance methods will be divided into three broad types: communications surveillance, information surveillance, and identity surveillance. Communications surveillance looks at what people say or write over email or the phone; the Patriot Act is the major source of change in how this information is obtained. Information surveillance looks at the records people have at various places, like banks, hospitals, libraries, etc. New database mining software, the Total Information Awareness project, and provisions in the Patriot Act have changed how we think about this type of surveillance. Identity surveillance tracks who you are, possibly with biometric identifiers, or where you are, with video cameras and face recognition technology. For each of these surveillance types, this chapter will evaluate the pre-9/11 status quo in terms of what techniques were used and how they impacted privacy concerns and then examine how the new technologies and programs that have recently been implemented change the pre-9/11 status quo. 

ASSESSING TECHNOLOGY’S IMPACT ON PRIVACY

With the passage of the Patriot Act and technological advances in surveillance and biometrics, the future of privacy has been hotly debated. On one side, the ACLU claims “the surveillance monster is getting bigger and stronger by the day” (Stanley and Steinhardt, 2003, preface), while others disagree, arguing that there are times “when we are justified in implementing measures that diminish privacy in the service of the common good” (Etzioni, 1999, p. 3). With so much hyperbole coming from all sides, the following analysis aims to provide a more objective framework for how we should think about privacy concerns as they are threatened by new measures to fight terrorism.
In assessing the challenges to privacy, it is useful to look at privacy from constitutional, legal, and normative perspectives. Constitutionally, while many people cite the Fourth Amendment as the guarantor of privacy, the word privacy is never actually used. The Fourth Amendment states, “The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but upon probable cause, supported by oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.” Our current understanding of how the Fourth Amendment protects privacy is based on a 1967 Supreme Court ruling in which Justice John Harlan argued that there must be “a reasonable expectation of privacy” in order to require a warrant under the Fourth Amendment (Gellman, 2001, p. 203; Regan, 1995, p. 122). In the following sections the changes in surveillance will be evaluated in terms of the requirements of the Fourth Amendment. Specifically, do investigators still need to get warrants based on probable cause where there are reasonable expectations of privacy?
Legally, there have been several pieces of legislation passed to regulate how the government deals with privacy issues; these include the Omnibus Crime Control and Safe Streets Act (Title III) of 1968, the Foreign Intelligence Surveillance Act (FISA) of 1978, the Electronic Communication Privacy Act (ECPA) of 1986, the Privacy Act of 1974, the Patriot Act of 2001, and other acts legislating the disclosure of such data as motor vehicle, credit, and video rental records (Regan, 1995, pp. 6-7). The following sections will examine whether or not the new surveillance technologies and programs change how privacy has been treated by these various legislated acts.
Lastly, privacy is more than just a constitutional or legal right. The right to privacy is a fundamental, constitutive norm of American democracy; civil liberties, including the right to privacy, offer important constraints on the power of the government. People want and expect a certain right to privacy, even to an extent that is sometimes greater than what the law guarantees. As a result, some government program might not violate privacy in any legal sense, but there would still be concerns if it goes against the normative expectation of privacy. Polling data will be used to look at how the public views the new technologies and government programs.  
By looking at privacy from several dimensions, we can more fully understand how new surveillance programs affect our right to privacy.  Moreover, this analytical framework can be used for analyzing new surveillance methods in the future. The goal is that this approach can offer a more objective analysis that can avoid the rhetorical grandstanding that it is so common in the debates over privacy. 
COMMUNICATIONS SURVEILLANCE 
Under the auspices of the Patriot Act, the government’s ability to monitor electronic communications has expanded. Wiretaps are now governed by the Fourth Amendment, case law, Title III, FISA, and the ECPA. According to the Fourth Amendment, the state cannot search a person or property without first acquiring a warrant based on probable cause. Wiretapping was not always protected by the Fourth Amendment and only has been treated as a Fourth Amendment search since the 1967 Supreme Court ruling in Katz v. United States (Gellman, 2001, p. 203).
Following this court decision, wiretapping was divided into four categories, depending on whether or not the content of the communication was being monitored and whether the surveillance was directed against criminals or foreign agents (Simpson and Bravin, January 21, 2003). Title III governed wiretaps of criminals and applied to the content of the communications. Under Title III, the content of communications was protected by the Fourth Amendment and therefore required a court ordered search warrant based on probable cause (Electronic Privacy Information Center, 2003f). 
The ECPA governed the surveillance of criminals when content was not involved. The ECPA allowed the use pen registers, which monitor outgoing phone numbers, and trap and trace devices, which monitor incoming phone numbers. Because the content of the messages was not monitored, these procedures did not violate the Fourth Amendment. Consequently, the investigators only needed to show that the information would be relevant to an ongoing investigation, and not that there was probable cause. Additionally, the court was required to approve the request (Electronic Privacy Information Center, 2003g).
Recognizing the differences between criminal investigations and investigations involving national security, the Supreme Court urged Congress to consider separate legislation to cover foreign intelligence gathering. To that end, Congress passed FISA in 1978, which governed both content and “non-content” aspects of communications of agents of foreign powers. While FISA was originally intended to govern foreign intelligence wiretapping, it was expanded in 1994 to include physical searches, and in 1998 to include pen register and trap and trace searches (Electronic Privacy Information Center, 2003c). Surveillance under FISA must be approved by the Foreign Intelligence Surveillance Court (FISC) and by the Attorney General. The application to the FISC needs to contain a statement that there is probable cause that the target is an agent of a foreign government (although not necessarily engaging in criminal activity) and that normal surveillance means are not adequate. The FISC has approved over 15,000 requests since 1979 with only a handful of rejected applications (Electronic Privacy Information Center, 2003d; Lithwick and Turner, 2003).
The Patriot Act has changed how surveillance can be conducted.  Before 9/11, there were two types of surveillance targets: criminals (Title III and ECPA) and spies (FISA). Suspected terrorists are now a difficult third category, which the Patriot Act has essentially placed in the spy/FISA category. Several parts of the Patriot Act relax some of the FISA provisions. Specifically, section 206 allows for roving FISA wiretaps, whereby a FISA court can issue a warrant against an intelligence target rather than a specific phone or computer. Section 218 lowers the standards required for a FISA warrant. Previously, FISA warrants were issued when the “primary purpose” of the investigation was intelligence gathering. Now, only a “significant purpose” of the search has to be intelligence gathering.
In terms of criminal surveillance, section 216 extends the use of pen registers and trap and trace to the internet. Before the Patriot Act, monitoring email for non-content was a legal gray area; whether investigators conducted such searches depended on case-by-case decisions by the court.  Section 216 makes the government’s use of the Carnivore program to search the “to” and “from” lines of email messages unambiguously legal. A highly contentious section of the Patriot Act is section 213, the so-called Sneak and Peek provision, which allows investigators to delay giving notice of an ongoing search. According to a Department of Justice Report, this provision had been used 248 times between September 2001 and May 2003 (Lichtblau, May 21, 2003). Delayed notification, however, had previously been allowed and upheld by the courts in certain cases where the notification of the warrant would have had adverse effects since the 1980s (Talk of the Nation, April 22, 2003). Terrorism cases already qualified as an exception, so the real change in the law is that delayed notification can now be used in almost any criminal search (Lithwick and Turner, 2003). 
In sum, the Patriot Act has legally justified measures that had been previously been approved on a case-by-case basis (such as delayed notifications and Carnivore searches), placed terrorism crimes within the framework of the FISA provisions, and loosened some of those provisions to make investigations easier. With a FISA court order, investigators can now search the content of suspected terrorists’ communications as long as a significant (and no longer primary) purpose of the search is intelligence gathering and can use the information obtained from the search in court. Warrants can now be issued by the FISA court for roving wiretaps that follow individuals rather than particular phones and any non-content communication (email, internet) can be monitored with a court order. 
The key question for this project is: How do these changes impact privacy? In terms of the constitutional protections of privacy, search warrants still require judicial approval as does any FISA authorized search, albeit with criteria that are easier to meet. Delayed notification of searches has been approved by the Supreme Court since 1979, when the court ruled that “covert entries are constitutional in some circumstances” (Dalia v. United States). These changes in the Patriot Act, then, do not alter the constitutional protections of privacy. 
Legally, the Patriot Act changes many of the earlier provisions of Title III, FISA, and ECPA, but most of these changes are simple common-sense updates to wiretapping laws or merely a result of classifying suspected terrorists as the equivalent of foreign agents and consequently using the more relaxed FISA guidelines to conduct surveillance against them. Some of the common-sense updates include the use or roving wiretaps, the extension of pen register and trap and trace measures to email and the internet, and the use of delayed notification of searches where warranted. Fixed wiretaps may have been adequate in the age of fixed land lines, but a roving wiretap allows the police to monitor any device used by a suspect. Likewise, the ability to monitor the “non-content” of email had already been approved on a case-by-case basis by the courts. Legally and constitutionally, then, none of these measures are violations of privacy. Orin Kerr, law professor at George Washington University, accordingly describes the Patriot Act as “primarily modifications to pre-existing law… [and] is significantly more modest than most people fear” (Talk of the Nation, April 22, 2003).
In terms of public opinion, whether or not the Patriot Act is an infringement on individual privacy is hard to say, largely because of the imprecision of polling questions. In some polls the population seemed split on whether privacy was under attack. For example, in a New York Times poll in December 2001, 48% of respondents supported more surveillance, while 44% thought that more surveillance would violate their rights (Electronic Privacy Information Center, 2003e). In other polls, however, the majority of the respondents seem opposed to the current surveillance methods. For instance, in an April 2002 poll by the Institute for Public Policy and Social Research, 77% opposed warrantless searches of suspected terrorists and 66% opposed monitoring telephone and email conversations, even though all of this was legal previous to the Patriot Act (Electronic Privacy Information Center, 2003e). Likewise, in a December, 2001 New York Times poll, 65% of respondents opposed the government monitoring communications in order fight terrorism (Electronic Privacy Information Center, 2003e). And yet, other polls show that the vast majority of Americans support the Patriot Act. Attorney General John Ashcroft has cited a USA Today/CNN/Gallup poll from August 2003, in which 74% of respondents think that the government has either been about right or even not gone far enough in restricting civil liberties to fight terrorism. Regarding the Patriot Act specifically, 69% think the legislation is just right or does not go far enough in restricting liberties (Department of Justice, 2003).  
Clearly, there is no overwhelming consensus among Americans on how they think about government surveillance, the Patriot Act, or their civil liberties. How any particular question is answered seems to depend largely on how the question is phrased. As a result, proponents of either side of the debate can offer polling data to support their claims. Perhaps the best that can be said about public opinion is that there is neither overwhelming opposition nor support for increased government surveillance of suspected terrorists.

Taken as a whole, the changes to how the government conducts communications surveillance do not violate constitutional standards, do not significantly change existing laws governing surveillance (which already allowed many of the powers contained in the Patriot Act, just as exceptions), and do not overwhelmingly violate any normative expectations by the population of what they can expect in terms of individual privacy.
INFORMATION AND DATA SURVEILLANCE 
Information surveillance is another type of surveillance that is undergoing rapid changes in the name of fighting terrorism.  At its extreme, information surveillance would allow the government unfettered access to any information or record by any individual, from bank records, medical charts, and credit ratings to library borrowing records and information on purchasing habits. Technologically, new data-mining software is at the forefront of these changes. On the policy side, the Total (renamed Terrorist) Information Awareness program and elements of the Patriot Act have caused the most controversy. 
Before 9/11, if investigators wanted access to somebody’s records, they could either get a court issued search warrant, a court ordered subpoena, or could use an administrative subpoena (under particular circumstance). If investigators wanted records from multiple sources they were constrained by the requirement that they get separate warrants or subpoenas for each database to be searched. This changed with the Patriot Act and the proposed Total Information Awareness program.
To make it easier to get records of suspected terrorists, section 215 of the Patriot Act allows the government to go to a FISA court and subpoena any third-party record, as long as the data is needed for a terrorism investigation. There is no need for probable cause nor for the suspect to be an agent of a foreign power. This allows the FBI to demand records, for example, at libraries, book stores, doctors offices, etc. (Lithwick and Turner, 2003). Despite the protestations of librarians, Attorney General John Ashcroft claimed that section 215 has never been used to look at library records (Williams, September 17, 2003). While section 215 has gotten probably the most publicity of any section of the Patriot Act, section 505 actually allows for even easier access to records, but has largely escaped criticism. Section 505 allows for administrative subpoenas that require no probable cause or court oversight. They can be administered by FBI field offices to obtain phone, email, and financial records in any terrorism investigation (Lithwick and Turner, 2003). 
In addition to these new abilities to subpoena records, the government also flirted with the idea of creating a centralized, comprehensive database under the Total (or Terrorist) Information Awareness (TIA) program run by the Defense Advanced Research Projects Agency (DARPA). Some of the categories of information that the TIA hoped to access included education, housing, medical, travel, veterinary, transportation, and financial records. The goal was to imagine terrorist attacks and develop scenarios for how they might be planned, and then use technologically advanced data mining programs to see if there was a pattern in the data of airline tickets, weapons purchases, equipment rentals, etc.  This program was under constant criticism; the Senate banned deployment of the program in January 2003, cut off funding in July 2003, and finally shut it down in September 2003 (Clymer, January 24, 2003; Partlow, July 19, 2003).
How do these changes in information surveillance affect privacy rights? From a constitutional perspective, subpoenas do not constitute a search; the subpoenaed party can refuse to deliver the subpoenaed records and fight the subpoena order in court. Also, there is no clear expectation of privacy when records are held by third-parties.  For bank records, specifically, the Supreme Court ruled in United States v. Miller (1976), that they are not protected by the Fourth Amendment. The court wrote “The depositor takes the risk, in revealing his affairs to another, that the information will be conveyed by that person to the Government.” Allowing investigators to subpoena records for terrorism investigations changes none of this. Likewise, the implementation of the TIA would have been constitutional because the records that would have been searched would have been in the public domain or legally accessible by purchase or subpoena. 
Legally, there is little to stop the government from getting access and records on individuals. The Privacy Act of 1974 banned the government from keeping information on citizens who are not the targets of investigations, but the government can get around this by either purchasing the information from private sources or using subpoenas to get it (Stanley and Steinhardt, 2003). Also, there is a legal precedent for the use of administrative subpoenas, which are already authorized for more than 300 types of investigations (Lichtblau, September 14, 2003). In the end, the use of subpoenas in terrorism investigations does not challenge privacy from legal or constitutional grounds, although administrative subpoenas, with a lack of judicial oversight, are worrying in times when abuses of power seem more likely.  
In terms of public opinion, the use of subpoenas has received a great deal of criticism. Librarians have been in an uproar over the possibility that FBI agents might demand access to patrons’ borrowing records. Librarians in Santa Cruz shredded sign-in sheets for computer terminals, while the Montana Library Association passed a resolution saying the Patriot Act is “a danger to the constitutional rights and privacy rights to library users” (Kohler, July 31, 2003). Likewise, there was so much controversy over the Total (or Terrorism) Information Awareness program, as well as the terrorism futures market, that John Poindexter resigned from leading the program and Congress cut off funding for these programs (Graham, August 13, 2003). The access that might have been granted to TIA, would have violated the normative aspect of privacy because it would have removed any relationship to criminal activity by searching for patterns of behavior rather than people or places (Stanley and Steinhardt, 2003; Electronic Privacy Information Center, 2003a). According to Timothy Edgar, a legislative counsel for the American Civil Liberties Union office in Washington, the TIA “was a hugely unpopular program with a mission far outside what most Americans would consider acceptable in our democracy” (Hulse, September 26, 2003). In a Business Week/Harris Poll, 95% of the American public “were uncomfortable with profiles that included tracking of browsing habits, identity, and other data, such as income and credit data” (Electronic Privacy Information Center, 2003e). Evaluating privacy in all of its aspects is particularly useful here, because it shows that, while the TIA may have not infringed on privacy in legal or constitutional ways, it was still vehemently criticized by the public and affected policy decisions.
In sum, in terms of data surveillance, subpoenas of records are legal and constitutional, yet are largely unpopular and unsupported by the American populace. Likewise, sweeping searches of large databases for patterns of behavior are also technically legal, but overwhelmingly unpopular. 
IDENTITY SURVEILLANCE 
Another area where technology is shaping new surveillance methods is the realm of identity surveillance. This category includes video surveillance, which aims to monitor public places, and biometric based national ID cards that can positively identify any individual. Both types of surveillance hope to be able to help the government know who you are and where you are.
The old methods for identity surveillance were fairly simple. To monitor what was going on in public places, the police simply put officers on the street and had them look for suspicious activity. Likewise, if a business or government agency needed to know your identity, you provided a birth certificate, passport, or driver’s license with a picture and probably a signature (both of which are basic biometric indicators of your identity). All of this is rapidly changing with the dramatic increase in the use of video cameras and with the technological advances being made in biometrics.
Biometrics, in general, is a fast-growing field with new identifiers offering tremendous promise and is “poised to become a common feature in the technological landscape” (Electronic Privacy Information Center, 2003b). Some biometrics, like fingerprints, have been used for decades, but even they are going through technological advances. New fingerprint scanners use light scanners, infrared beams, and silicon sensors to immediately verify your identity (Lubell, April 27, 2003). There are also new methods to make sure fingerprints come from “living human skin” (Chartrand, August 11, 2003). Iris scanning is also being developed as a tool for uniquely identifying individuals. Some airports have already run pilot programs using this technology (Austen, May 15, 2003) and a bank in England uses iris scans to identify customers (Brin, 1998).  
Facial recognition technology is also rapidly improving. According to a 2003 report by the National Institute of Standards and Technology, facial recognition technology has improved substantially since 2000 and could be used in combination with “other biometric systems to verify that people are who they claim to be” (Feder, March 14, 2003). This report, though, also noted the need for continued advances, citing the fact that the best system only made a correct match 50% of the time. Since 9/11, Congress mandated that entry and exit points use biometric identifiers by the end of 2004, while the Department of Homeland Security plans to install fingerprint and facial recognition devices in airports, seaports, and border crossings (Shenon, April 30, 2003).
Facial recognition technology is also being combined with video cameras to make video surveillance of public areas potentially pervasive. While the use of video cameras in the U.S. is still fairly limited, the future may look more like Great Britain, where there are over 1.5 million cameras (Electronic Privacy Information Center, 2003h; Parenti, 2003). Future increases in video surveillance would be both quantitative (by increasing the numbers of cameras) and qualitative (from advances in facial recognition programs and the digitization of video, which results in cheaper cameras, transmission of video, and storage) (Stanley and Steinhardt, 2003; Whitaker, 1999). 
Another security exploitation of biometric technology is the proposed creation of a national ID card (Parenti, 2003, p. 84). Currently, there is no centralized, uniform national ID; instead, we prove our identity by showing passports, green cards, driver’s licenses, birth certificates, etc. These forms of identification, however, are easily forged because they rely on primitive biometrics such as pictures or signatures (Kent and Millett, 2002). A national ID card based on biometrics would be incredibly more difficult to forge, while also providing centralized, standardized content that is easily shared between government agencies (Kent and Millett, 2002).
How do these new programs and technologies impact privacy? From constitutional and legal perspectives, video surveillance is not protected by the Fourth Amendment because there is no expectation of privacy in public spaces. According to legal experts, using video cameras to watch public spaces is the logical equivalent of using police officers to watch public places (Taylor, 1997). On the issue of national ID cards, being compelled to provide proof of your identity does not constitute an invasion of privacy. There are already countless of examples of times when we need to show ID, from boarding an airplane to setting up a bank account to walking into a bar (Etzioni, 1999). The real change with a national ID card would occur if citizens were compelled to carry it at all times and compelled to provide it to officials beyond the times we are already required to show identification.  Just changing our ID systems from state driver’s licenses to a national ID would not, however, necessitate these changes. From legal and constitutional perspectives, then, neither national ID cards nor video surveillance pose a threat to privacy.
In terms of public opinion, video surveillance is widely accepted, at least in its current form (without facial recognition attached to it).  Video surveillance, according to the pro-privacy Electronic Privacy Information Center, at least “enhances people’s sense of security” even though its effectiveness is debated (2003h). National ID cards, though, are viewed much differently by the public.  Historically, national ID cards have always been unpopular (Eaton, J. W., 2003; Electronic Privacy Information Center, 2002). “Citizens’ concern for civil liberties, their historic association of ID cards with repressive regimes, and states’ rights concerns have discouraged movement toward a governmentally sanctioned nationwide identity system” (Kent and Millett, 2002, p. 7). Immediately after 9/11, national IDs became more popular, with 68% of Americans supporting the idea. In subsequent polls, however, support for a national ID dropped to 44% in November, 2001 and 26% in March 2002 (Electronic Privacy Information Center, 2003e). Therefore, while national ID cards do not violate any constitutional or legal protections of privacy, they run counter to a constitutive American norm about what we see as government’s appropriate role in our daily lives. 
CONCLUSION
The issue of technology versus privacy is not new, nor will it ever go away.  Advances in surveillance technology will continually redefine how we might fight terrorism, although not necessarily how we should. Hopefully, the framework provided in this chapter will help in evaluating how new technologies and programs affect privacy and by extension, whether we should use various programs in our counter-terrorism effort. In this regard, this chapter is very much concerned with the ethics of how the government acquires information about U.S. citizens in its campaign against terrorism. Much of what is argued on both sides of the current dialogue is extreme and biased, to say the least, with both sides engaging in threat inflation (whether the threat comes from terrorists or the government). By objectively looking at privacy from constitutional, legal, and normative aspects, we can better assess how, exactly, the new initiatives actually change how privacy is protected.  
While each individual program or technology impacts privacy in different ways, there are several broad generalizations that come out of this study. First, technology is good. Technologies like biometrics and data-mining software are just beginning to be exploited and have numerous potential security applications. While the use of new technologies undeniably raises concerns for privacy, these technologies can also strengthen individual privacy. Biometrics, for example, when linked with a national ID, can make identity theft (and the devastating loss of privacy that goes with it) much more difficult.    
Second, oversight is good for protecting privacy. Judicial oversight is a central component of the Fourth Amendment. Also, civil rights watchdog groups like the ACLU and EPIC play a critical role in defending civil liberties and protecting privacy and other freedoms even though their arguments are at times too extreme. Likewise, Congress’s insistence that the Justice Department report on its use of the Patriot Act should be lauded. Measures that bypass any legal or judicial oversight should be undertaken reluctantly and only if absolutely necessary. 
Third, common-sense is good. Many of the concerns for privacy are justified, but can be ameliorated with common-sense solutions. Most Americans, for example, are opposed to a national ID card in part because it would store various pieces of personal information that could be abused by government investigators. Yet, simple measures – like filters that would screen out unnecessary data, or audit trails that could track who accessed a particular file – are common-sense solutions that would allow us to have both privacy and security (De Rosa, 2003).
In sum, privacy is a cherished value in American society and should be protected as much as possible. Before accepting the rhetoric of various groups, we need to objectively analyze how new programs and technologies exactly affect privacy. Looking at privacy from constitutional, legal, and normative perspectives is the first step in this process.
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